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Foreword

Foreword

The International Committee on Nuclear Technology (Internationale L&nder-
kommission Kerntechnik, ILK) was established by the three German states of
Baden-Wirttemberg, Bavaria and Hesse in October 1999. It is currently composed
of 13 scientists and experts from Germany, France, Sweden, Switzerland and USA.
The ILK acts as an independent and objective advisory body to the German states
on issues related to the safety of nuclear facilities, radioactive waste management
and the risk assessment of the use of nuclear power. In this capacity, the
Committee's main goal is to contribute to the maintenance and further develop-
ment of the high, internationally recognised level of safety of nuclear power plants
in the southern part of Germany.

Commensurate with advances in technology, the last years have seen an increa-
sing application of digital safety instrumentation and control (I&C) systems in
nuclear power plants. The ILK views this approach as being particularly important
in terms of safety and has thus, with the support of a third party expertise, dealt
extensively with the aspect of avoiding dependent failures in the use of digital I1&C
systems. The present ILK recommendation was adopted at the 25" ILK meeting on
September 15", 2003 in Stuttgart. For re- and backfits with digital safety 1&C sys-
tems the ILK recommends measures that, given a relatively simple system structure
are necessary to allow the assessment of a dependent failure as being sufficiently
improbable. The recommendation is directed at licensees and the regulatory
authorities.
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Recommendation

1 Statement of affairs

1. In German nuclear power plants, the instrumentation and control (1&C) techno-
logy with the highest importance for safety is essentially hard-wired. In future, digi-
tal 1&C systems will be put into use as a result of their manifold and sufficiently
known advantages.

For this reason, the German Reactor Safety Commission (Reaktorsicherheitskom-
mission, RSK) published guidelines [1] on digital safety instrumentation and control
in 1996. In these guidelines, the process-engineering requirements on safety 1&C
systems are called 1&C-functions. Their implementation in executable software
represents the application software. Depending on their importance for safety,
these 1&C functions are assigned to one of three categories with graded require-
ments on their development, manufacture, qualification and operation. 1&C func-
tions of category 1 are given the highest importance for safety and constitute the
protection system. For this reason, functions relating to the reactor protection
system such as tripping the reactor or activating the engineered safety features
actuation system are largely found in category 1. In the case of low expected
damage impacts, protective limitations are used. These are thus assigned to cate-
gory 2. Categories 1 and 2 of the 1&C functions are independent of each other and
are implemented in associated equipment that is subject to the same level of equip-
ment requirements. Due to their low importance for safety, category 3 1&C func-
tions receive no further mention here.

2. Next to the provisions for controlling accidents through the safety system, inter-
nal accident management measures have been planned that are able to control
beyond design basis events or that can attenuate their impact. These measures are
basically manual measures. 1&C devices are necessary in order to obtain the
necessary information and to initiate the corresponding measures. For this purpose,
equipment of the operational I&C systems may be used in agreement with regula-
tions applying to internal accident management. Due to the low probability of
occurrence of such events, these devices do not have to satisfy the require-
ments placed on safety 1&C systems, especially as far as dependent failures are
concerned.

A dependent failure refers to a system failure that is based on a latent design or
manufacturing fault with the potential of causing, through the occurrence of a sin-
gle initiating event, correlated coincidental failures of redundant components or
system functions.
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The above-mentioned RSK guidelines [1] influenced the licensing procedure for
digital 1&C re- and backfits for nuclear power plants (NPP) Neckarwestheim 1 and
Unterweser in 1998. These involved implementing, amongst other things, category
2 1&C functions in digital automation devices. While the consideration of the
dependent failure does not represent a stringent design requirement in this cate-
gory, it was nevertheless given due significance in the licensing process.

It should be recalled that up to now, there is no generally accepted methodology in
the field of probabilistic analyses to take account of failures caused by software.
For this reason, individual measures are prone to subjective assessments in terms
of their effectiveness in preventing dependent failures. The present recommenda-
tion by the ILK should thus act as signpost to help both licensees and licensing
authorities for assessing such re- and backfits.

The ILK initiated an investigation [2] with the objective of assessing the effective-
ness of known measures for preventing dependent failures of a digital safety
I&C system.

3. In order to make the likelihood of 1&C dependent failures sufficiently improba-
ble, commonalities between the redundant I&C installations should be avoided as
far as possible. This requires giving consideration to the entire signal processing
path from the sensors to the actuator.

No simple rules exist for determining concrete measures. Instead, as the review of
international practice sketched below shows, the approach taken thus far has
been to develop specific solutions suited to the circumstances of individual nucle-
ar power plants. The frequency of incidents to be controlled as well as the conse-
quences of an assumed failure of 1&C have played an important role in this appro-
ach. Additionally, the consequences of such an 1&C failure can be counteracted
within the defence-in-depth concept by other installations of the nuclear power
plant. General rules for evaluating measures for avoiding dependent failures exist
in the USA [3] and also in the UK [4] where these rules also include the postulated
probabilities of occurrence of dependent failures; a review is given in [2].

4. CANDU plants (Canada) have two diversified shut-down systems with threefold
redundancy that process measurement signals independently of each other from
the sensor to the actuator. Either shut-down rods or gadolinium nitrate are used for
the shut-down procedure. A primary and secondary protection system is installed
in Temelin (Czech Republic) and in Sizewell B (UK), where, in the case of Temelin,
both systems operate digitally. The secondary protection system in Sizewell is not
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redundant with the primary protection system, but for probabilistic reasons initia-
tes countermeasures for incidents that are assumed to be more frequent. Among
the French N4-plants (Chooz, Civaux), the digital SPIN (Systéme de Protection
Intégré Numérique) is supplemented by a correspondingly graded qualified 1&C
system by the same manufacturer as SPIN, also for probabilistic reasons. In this
way, for anticipated transients without scram (ATWS), measures such as [isolating
the steam generator, activating emergency feed, de-energizing control rod drivers,
turbine trip, safety injection] are initiated independently of the SPIN system. In
Beznau (Switzerland), the existing hardwired separate emergency system was
extended while backfitting the protection system to digital I&C technology.
Kashiwasaki-Kariwa 6 and 7 (Japan), Bohunice (Slovakia) and Paks (Hungary) all
have a digital protection system without diversified hardware. The one in Paks, for
instance, consists of three redundant trains, each with two diversified groups of
actuating criteria.

5. Diversified design represents a technical measure for achieving independence
among 1&C devices. Essentially, there are two kinds of diversity for the hardwired
reactor protection system: Functional diversity describes physically diversified
actuating criteria that serve the same purpose. Wherever different actuating crite-
ria do not exist, at least diversity in the peripheral equipment of the reactor protec-
tion system most at risk (namely, the measuring devices and actuators) is used.
These normally remain unaffected by a digitalization of the central I&C systems.
Hardware diversity is limited to the central part of the complete signal processing
path.

6. Diversified hardware in digital automation equipment is usually also taken to
provide for the use of mutually independent system software. This includes the
functions of the operating systems, the compiler and the communication system for
the individual automation devices. Since the number of digital safety I&C systems
is very low, economic arguments weigh against the complete and costly develop-
ment and servicing of corresponding specialized equipment whose functionality is
also needed elsewhere. Thus, one needs to at least occasionally revert to using
industrial off-the-shelf products that were not designed with nuclear engineering
guidelines in mind.

For this reason, there is a tendency to demand the use of diversified hardware
especially during the introduction of digital safety I&C systems when experience
with these systems is still being built up. Diversified hardware, due to the ensuing
diversity of the system software that it essentially entails, is able to counteract
design- and implementation errors. However, diversified hardware cannot counter
specification errors of the application software.
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On the other hand, an equipment platform usually also includes a software deve-
lopment environment. For diversified hardware, this fact translates into the need to
maintain and administer at least two equipment platforms as well as their corre-
sponding development environments. Since, in the case of two platforms, a situa-
tion could conceivably arise where each arrives at different results, the demand for
aminimum of three separate equipment platforms could be made. When compared
to existing reactor protection systems, a deterministic argument of this kind would
evidently lead to excessive design requirements which could be effectively coun-
tered by employing probabilistic methods.

Experience shows that hardware weaknesses and errors can frequently be com-
pensated by software measures. Moreover, digital electronic modules generally
show a higher reliability than analog, hardwired ones due especially to their con-
siderably increased failure detection mechanisms.

7. For the sake of completeness, the following design features of a digital safety
1&C system are mentioned. These partly result from RSK guidelines [1] which must
be complied with in German plants:

(1) The computers belonging to the safety 1&C system periodically process their
programs in a fixed sequence. This leads to constant processor and communi-
cation loads. [according to RSK-LL 7.3.2 (13), 7.6.1.1 (4)]

(2) The computers of two mutually redundant trains have not been temporally syn-
chronized. Furthermore, the starting points of the computers in the individual
trains are consciously chosen to differ. This makes a simultaneous access to
erroneous operating system resources given identical (time-)counter reading
less likely. [according to RSK-LL 7.3.5 (2)]

(3) Operator actions and maintenance work for redundant automation devices are
not undertaken at the same time. [RSK-LL 7.2.1 (12), 7.3.9 (4)]

(4) Only highly qualified hardware and software is used. [RSK-LL 7.3.6.2 und 7.3.7]
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2 Assessment

1. The ILK welcomes the willingness of NPP licensees to digitalize safety 1&C
systems. The ILK expressly endorses the approach taken whereby I&C func-
tions with graded importance for safety are digitalized first in order to gain expe-
rience with this new technology. The ILK sees this as a responsible contribution to
the safe operation of NPPs. In this way, the foundation for the correct assessment
of the potential for dependent failures can be laid.

2. Due to the very low number of known incidents in the use of a digital safety
I&C system, the ILK cannot make definitive statements on the probable initia-
ting events for dependent failures. The incidents do, however, reflect experiences
that are well-known from software development where peculiarities not covered
by the specification as well as a number of operating situations, such as inspec-
tions and maintenance procedures with numerous possibilities of intervention, pre-
sent special problems.

Diversified hardware is unable to avoid these potential causes of dependent failures.

3. The ILK points out that one of the times in which diversified hardware in a digi-
tal safety 1&C system is used is whenever probabilistic objectives are to be
achieved as a proof for the high level of safety. To date, no generally accepted
methodology exists for including failures caused by erroneous software in a
probabilistic analysis. Currently, great efforts are being undertaken to take account
of human factors.

4, The ILK is fully aware of the increase in system complexity and resulting higher
susceptibility to errors, e.g. during maintenance, associated with the use of diffe-
rent types of hardware.

5. The ILK judges the functional diversity to be more effective than hardware
diversity, also because diversified hardware only covers a part of the entire signal
processing path: Functional diversity means diversified 1&C functions and thus
leads to independent parts of the application software.

6. For this reason, the ILK views the use of a single equipment platform as a more
effective precondition for avoiding dependent failures if, within the defence-in-
depth concept, functional diversity as well as different “system ages” in the mutu-
ally redundant 1&C trains are used in the safety I&C system. Different kinds of appli-
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cation software that are executed on similar but physically separate hardware are
based on diversified functions. Different “system ages” reinforce the independen-
ce of individual I1&C trains in terms of the functions requested with the same (time)
counter reading of the system software.

7. The investigation into CONVOY plants showed that the actuating criteria of a re-
actor scram are fully functionally diversified. In contrast, the actuating criteria for
the engineered safety features actuation system have only been halfway functio-
nally diversified. Functional diversity could be increased by formulating modified or
additional 1&C functions. The implementation of corresponding 1&C functions in
digital technology is free of the restrictions placed on the functionality of qualified
electronic modules of hardwired technology. However, also in this case due regard
should always be given to the principle that the design of the safety 1&C systems
of category 1 should be simple [RSK-LL 7.3.2 (4), 7.6.1.2.1 (2,3)].
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3 Recommendations

Beyond the requirements laid out by the RSK-guidelines [1], the ILK recommends
the following approach especially towards re- and backfits with digital safety
I&C systems of category 1, excluding their measurement equipment and actuators,
as a necessary precondition in order to make dependent failures sufficiently
unlikely. The failure of category 1 safety 1&C systems represents a beyond-design-
basis incident.

31

3.2

Different approaches should be taken in the definition and validation of 1&C
functions. The considerations should be characterized by diversified starting
points. For instance, the starting points could be described using word pairs
(event-oriented, safety goal-oriented) or (bottom-up, top-down) or alternati-
vely (inductive-deductive).

The requirement specification of a safety 1&C system [RSK-LL 7.3.3 (1)] should
in particular fully cover its maintenance as well as the plant components it
communicates with for all plant operating conditions.

If the objective pursued is to initially only partly digitalize category 1 safety
1&C systems, then the part that is to be digitally implemented should ideally
be configured in such a way that the functionality of the remaining hardwired
part is diverse from the new digital part.

If this is not the case for individual I&C functions, then they should
have functional diversity [RSK-LL 7.3.4 (2)]. Functional diversity can either
be implemented solely in the new digital part or should exist - within the
framework of the defence-in-depth concept - in corresponding 1&C functions
of category 2.

10
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4.2
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In case the category 1 safety I&C systems are to be entirely digitalized, then
the activation of the engineered safety feature actuation system, especially
for not unequivocally safety-related measures, should be carried out in a
functionally diversified way. For this purpose, physically diversified actuating
criteria should be used [RSK-LL 7.3.4 (2)].

Should this turn out not to be purposeful in a technical sense, then equivalent
measures should be taken. For instance, a category 2 I1&C function can be im-
plemented in order to take credit from the defence-in-depth concept within
safety 1&C systems.

Diversified I1&C functions should be processed by physically separate equip-
ment.

11
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